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Everyone needs protection from viruses and there are
certainly more than a few antivirus products on the
market. Over the last few years, various antivirus
software vendors have announced exciting new
technologies that claim to provide a ‘faster, better
and more cost-efficient’ response to computer virus
incidents within organisations. 

At the same time, there is little guidance regarding
the best way to evaluate the efficacy of such claims.
Clearly, there can only be one technology that is
faster, better and more cost-efficient than all of the
others and it is important to ascertain the way in
which to select a product that meets the day-to-day
needs of the corporation. 

The obvious way to approach this is to investigate
an antivirus software test or review to evaluate the
product. However, the perfect antivirus product
does nothing in the absence of computer viruses
and, of course, it is not advisable to deploy multiple
products across networks and release viruses to test
them. Still, as users are justifiably sceptical of what
they cannot see, the problem of measuring the
effectiveness of antivirus products rates fairly high
on the corporate radar, especially given the
devastating consequences that a missed virus can
have on the organisation.

As the antivirus industry has matured, there have
been significant changes that make the process of
choosing a product less difficult. Acquisitions and
mergers have consolidated the market into a small
number of large names with a smaller number of less
popular (but not necessarily less effective) products
accounting for the rest of the user base.

In the process, the companies that have survived can
leverage the economy of scale that goes with a large
user base. As the total number of viruses continues to
increase, it is becoming more time-consuming to
keep up with the constant search for detection
algorithms, therefore, consolidation has allowed the
remaining companies to dedicate more resources to
virus analysis.

However, another aspect is that, arguably, it is now
more difficult for lower market share products to
compete. This tends to place the consumer at a
disadvantage as a market that is dominated by a small
number of competing solutions is less homogeneous.
This can lead to increased exposure to new types of
attack, as well as to a system that is less competitive
than it could be. 

Correspondingly, the fluctuations in the antivirus
industry have also benefited the tester. As the market
share of the leading companies has increased, the
number of different products that must be tested 
in order to cover a particular percentage of the
marketplace has decreased. This allows a tester to
look at individual products in more detail, which, in
turn, tends to lead to better tests. 

One thing that does not seem to change significantly
is the gene pool of potential antivirus product testers.
In general, there are four types of testers – academic,
certification, popular and in-house/corporate.

As the antivirus industry matures, the number of
‘academic’ testers appears to be increasing slowly.
Virus Bulletin has been testing antivirus products since
the publication started in 1989. Products for the
various platforms are reviewed regularly in Virus
Bulletin’s ‘comparative reviews’. 

Overseen by security and antivirus expert Dr Klaus
Brunnstein, students from the Virus Test Center
(VTC) at the University of Hamburg have been
designing and performing tests of antivirus software
since 1994. The results of these projects are made
available to the general public.1

Otto-von-Guericke University of Magdeberg
student Andreas Marx and his antivirus testing
projects – in co-operation with his company GEGA
Sofware and Medienservice – are relative newcomers
to the antivirus testing scene. The tests – sponsored
by antivirus companies – provide magazines such as
CHIP, FreeX, Network World, PC Shopping and PC-
Welt with results for their published reviews. 
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1. Not all products qualify for testing under all schemata.
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Generally, Virus Bulletin, the University of Hamburg
and the University of Magdeburg all provide top-
quality tests from a perspective that is sound
scientifically. However, they have not been without
problems2 and should not be relied on solely when
selecting ‘the best product’. 

These tests have tended to be more focused on overall
virus detection than installation, configuration and
other less quantifiable features that are, in the long
run, almost as important as virus detection. After all,
if a product is not useable in a specific environment,
it will not be used. 

Even the detection results, while impressive at first
glance, may not be wholly relevant to every
organisation. For example, a test may report on
detection within archivers that an organisation does
not support or test in a configuration that is alien to
that environment. Therefore, relying on an overall
score from any of these tests could be detrimental to
the antivirus software selection process.

The tests also tend to produce a lot of information
and can be difficult to interpret due to the amount 
of data, its format and, in some cases, a lack of
agreement on language or terms. For example, the
University of Magdeburg results are sometimes
available only in German and are not accompanied
by any documentation of the test methodology. 

The University of Hamburg provides copious
documentation, but refers to detection as ‘unreliable’
if the product does not use a certain virus name,
thereby giving the impression that a product which
did detect a virus quickly through a good heuristic is
unreliable. Virus Bulletin provides more of an
editorial commentary on other product features and
is a good adjunct to the university tests, but it
provides less information at any one time than the
other tests. In addition, these tests will not consider
factors that are specific to every organisation and,
therefore, some users have turned to ‘certified’
products as a way to ensure that their needs are met. 

ICSA Labs – a division of TruSecure Corporation –
and West Coast Publishing’s Secure Computing
are commercial testers with various for-fee
certifications to antivirus product developers. As
most of the top products are certified, to some
degree, by both ICSA and Secure Computing, while
these certifications provide a good base-line, they
are not entirely helpful as differentiators between
products from the standpoint of detection. This
could change in the future if more stringent criteria
evolve, but it should certainly highlight a product if
it is not capable of certification.

The ‘popular’ testing category includes tests that are
aimed at a more generalist population, usually by
non-specialist magazines. Historically, these tests
have achieved legendary inaccuracies and have, on
occasion, chosen products in what seems like an
arbitrary manner. This reputation is becoming
increasingly underserved. 

As publications gain a more complete understanding
of the issues surrounding the testing of antivirus
software, tests have become increasingly well-
designed, therefore, unless someone is capable of
discerning the accuracy of a review either by
knowledge of the industry or knowledge of the
reviewer, it is a mistake to put too much credence in
one particular review of a product. 

Overall, the important thing to remember is that
even the best testing authority can make a mistake.
It is crucial not to base an entire decision on only
one test or on tests from only one organisation. It is
vital to construct a solid overview, pulling from
many different sources, in order to choose the right
product for an organisation. 

The most difficult and controversial aspect of
antivirus product testing is the role of the
‘company’ testers, i.e. those testers who evaluate
antivirus software for use in their own company. As
the antivirus industry does not generally provide
virus samples to customers, some corporate testers
obtain virus samples from various sites on the
World Wide Web (WWW) to perform their in-
house tests. 

This may seem like an acceptable practice, but the
fact is that almost no companies have the in-house
skill set with which to build and maintain a
representative virus library to conduct exhaustive
tests adequately nor the facilities to work safely with
live viruses. The potential liabilities for this type of
scenario generally discourage corporations from
incurring the risk. 

Possibly the best solution to this impasse is for the
person who is assigned to ensuring that the corporate
antivirus software is up to the task makes informed
use of the work of the other testers that have been
outlined, as well as to make use of a tool to test the
other, non-virus-related properties of the product –
the European Institute for Computer Anti-Virus
Research (EICAR) test file (available from
http://www.eicar.org).

The EICAR test file is an American Standard Code
for Information Interchange (ASCII) file that is
detected by most antivirus products as a test file. This

2. See: http://csrc.nist.gov/nissc/1996/papers/NISSC96/paper019/final.PDF
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enables the tester to measure the enterprise
installation and reporting features of a product, as
well as its potential to detect viruses in incoming 
e-mail or on access. Therefore, many of the benefits
of testing with live viruses are realised without the
risks that are associated with this activity. 

In addition to the changes within the different
groups of testers, there have also been some more
general trends in the testing of antivirus products.
The most important of these trends are the change
in focus towards the detection of ‘in-the-wild’
viruses and the introduction of non-viral ‘malware’
to some test sets.

Although there are more than 50,000 computer
viruses known at this time, only a fraction of these
has ever been encountered on a real user’s computer,
i.e. spreading actively in the wild. These viruses are
tracked by The WildList Organization International
(http://www.wildlist.org). 

While tests of products have previously focused on
the detection of all known viruses, modern tests
tend to focus on the in-the-wild test results, which
reflect the threat to a group of computers more
accurately. This trend is to be encouraged and,
while a product should certainly score well against
a zoo collection, exceptional performance over a
prolonged series of reviews in in-the-wild tests 
is paramount. 

A more controversial shift has been the introduction
of non-viral malware to antivirus software testing
criteria. Whereas viruses possess the property of self-
replication, malware has a much looser definition,
which leaves it somewhat ‘in the eye of the
beholder’. This non-replicating malware can range
from ‘back-orifice’-type servers to scripts that format
a hard drive automatically. 

The concept of malware itself, let alone in the
wild, is a difficult one, so it is not entirely clear that
an antivirus software product can, or even should,
be expected to ever provide adequate protection
against all forms of malware. Therefore, when
examining software tests, it is important to
understand whether the test sets that are used are
limited to only computer viruses or if they also
include other forms of malware. 

A product scoring poorly on malware detection,
while flawless when it comes to detecting viruses,
could have a lower overall score than a product
that detected viruses first time, every time.
Therefore, it is important to consider the role that

antivirus software should play in preventing
malware within an organisation and understand
that antivirus software is not designed to protect
from all forms of malicious software or security
problems. No product will do it all consistently.
For that, a comprehensive solution must be sought
and tests relied on that actually measure what the
product was designed to do. 

F u t u r e  D e v e l o pmen t s

The last few years have witnessed many changes in
the testing and certification world. Consolidation of
the industry, the growth of the certification industry
and a better understanding of the virus problem itself
have all led to better, more meaningful tests. This has
benefited the corporate decision-maker directly by
providing more complete tests that are centred 
more tightly around the areas of the product that 
are of importance in the corporate environment.
Today’s tests provide a solid, albeit not perfect,
measure of product capabilities for the detection 
of viruses. 

One factor that has helped the selection process of
antivirus software, as well as limiting the spread of
new computer viruses, is that users seem to be less
likely to test products themselves, either by testing
against virus collections gathered via the Internet or
by modifying existing viruses. This helps to limit
mishaps, as well as to limit the creation of new viruses
under the auspices of ‘tests’. Judicious use of the non-
viral EICAR test file allows the user to perform
installation and alerting tests without exposing them
to the liability that live viruses introduce.

However, this is only the beginning. It is inevitable
that there will be a gradual integration between
generic and specific virus detection techniques in
antivirus software over the next 12 to 18 months as
it evolves to meet the emergent threats. Network-
aware viruses and worms such as Melissa and SirCam
have shown that virus-specific techniques are not
sufficient to prevent widespread infection by new
viruses. Similarly, the inherent drawbacks of post-
infection generic techniques and pre-infection
heuristics make virus-specific detection a more
attractive way to prevent and remove viruses. 

Given this situation, a series of products that provide
a hybrid approach to the problem is likely to evolve.
To measure the ability of the products to do what
they must claim to do, new testing models must
emerge. These technical developments will present a
new set of challenges for testers and to those who
rely on them.3 ■
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3. An in-depth look at the technical direction that antivirus software development must take and the tests that must evolve in
tandem are beyond the scope of this article, but can be found at csrc.ncsl.nist.gov/nissc/2000/proceedings/papers/038.pdf
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